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1	Decision/action requested
Approve the pCR to the CIoT TR
2	References
 [1]	
[2]	
3	Rationale
[bookmark: _Hlk521516454]Many CIoT devices are constrained devices lacking dedicated resources for radio level encryption. In many such devices, application layer integrity and/or encryption may be enabled and hence can avoid the radio level integrity and/or encryption between the CIoT UE and the gNB. This pCR proposes a key issue to capture this.
4	Detailed proposal
****************************** Start of pCR to CIoT TR xxxxx **********************************
x.x Key issue #y: Avoiding AS security for application security enabled UEs.
Many CIoT devices are constrained devices communicating short packets of data for a very short duration. Such devices may lack dedicated resources for radio level encryption. In many such devices, end to end application layer encryption may be enabled between the application in the UE and the application server in the network. For such devices it may be sufficient to have only one level of encryption and hence can avoid the radio level encryption between the CIoT UE and the gNB.
Though radio level encryption is avoided, some CIoT UEs may need integrity protection to avoid any packet manipulation. But for some sensor devices even this radio level integrity protection also may be not needed because of the very small amount of data. Hence the gNB need to support all combinations of integrity and encryption activation and deactivation for CIoT UEs.
x.1.2 Potential security threat
Since the nature of CIoT device communication is a short burst, AS level attack surface is much less compared to normal UEs which need a sustained connection and complete AS security. For such CIoTdevices, if application level security is enabled, encryption may not be a critical need between the UE and the gNB. But to avoid any packet injection or manipulation integrity may be enabled at the radio layer. There is a need to balance the resource availability such as computing power, battery consumption and security threat for CIoT UEs at the radio level. Hence a range of AS security options (encryption vs integrity) need to be supported at the AS layer.
x.1.2 Potential security requirements
Based on the CIoT application, there is a need to balance the resource availability such as computing power, battery consumption and security threat for CIoT UEs at the radio level. Hence a range of AS security options (encryption vs integrity) need to be supported at the AS layer. Potential security requirements are given below.
[bookmark: _GoBack]1. For Application layer security enabled CIoT UEs, it should be possible to indicate the level of  AS security needed (i.e AS encryption: Needed/Not needed, AS integrity: Needed/Not needed) for the duration of the PDU session.
 2. It should be possible the network elements such as SMF to detect or configure whether application level security is enabled for the CIoT UEs connecting to a particular APN supporting the CIoT application.
3. It should be possible for the gNB to enable or disable any combination of integrity and encryption for the radio bearers, as indicated the AMF policy and the CIoT application security requirement.

************************** End of pCR to TR xxxxxx ***********************************************
